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This Module of the Toolkit for Digital Transformation of Cities and Communities 

focuses on governance and incorporating alignment to the Sustainable 

Development Goals (SDGs) at the onset of the city or community’s digital 

transformation process.

Cities and communities that are starting on their digital transformation journey will 

find the resources highlighted within this Module useful toward developing their 

smart city governance approaches, ensuring that progress toward achieving the 

SDGs remains a key consideration along their journey.

This Module is also useful for cities and communities that have already made 

some headway into their digital transformation process but would like to validate 

their governance strategies.

Module 11 – Smart Sustainable City 

Governance



This Module will cover the following topics:

1. The Challenges of City Governance

2. Understanding Smart Sustainable City Governance

3. Engaging Stakeholders

4. Measuring Smart City Governance

5. Key Smart City Governance Tools

1. Tool #1: Creating Smart City Policy

2. Tool #2: City Science Application Framework

3. Tool #3: People-centered smart cities framework

4. Tool #4: Creating Smart City Strategies

5. Tool #5: Creating Smart Societies

Module 11 – Smart Sustainable City Governance



1. The Challenges of City Governance



Urban Governance

Governance is emerging as a serious consideration when it 
comes to the use of advanced digital technologies to drive 
smart city objectives, especially given the importance of 

public trust in municipal administration.



Urban Governance Challenges

Privacy

Data 
Protection

Cyber 
Security

Citizen 
Rights

Built 
Environment

Public 
Participation



2. Understanding Smart Sustainable City 

Governance



Measuring E-Government Development

8

• Four groups, based on 

quartiles  

• 65% are in the high or very 

high EGDI group

• More than 22 % moved to 

a higher group since 2018

• Financial resources, 

political will, strong 

leadership get results



Local E-Government

9

• The city with the highest 
LOSI ranking is Madrid, 
followed by New York and 
Tallinn

• Cities are assigned to 
levels high, high, medium 
and low

• While LOSI levels broadly 
follow income levels there 
are interesting 
divergences



Governance Has Been Defined in Many Ways

10

• “The exercise of political authority and the use of institutional resources to manage 
society’s problems and affairs” (World Bank, 1991) 

• But political authority can be exercised by those inside and outside of government

• Rather, governance is the “collective and concerted efforts by a number of actors to 
change or influence legal, regulatory, or other issues”(Van Winden, 2008).

• So, governance refers to structures and efforts that go beyond city government and 
include other social actors. 

• Governance is the result of interactions, relationships, and networks between the 
different sectors (government, public sector, private sector, and civil society) and involves 
decisions, negotiation, and different power relations between stakeholders to determine 
who gets what, when, and how.

• Government is one of the actors in governance 

• The relationships between government and different sectors of society determine how 
governance is done



Government vs Governance

11

Governance is the process of making 
and implementing decisions in a fair 
and responsible manner

• Governance is the result of interactions, 
relationships, and networks between the 
different sectors (government, public sector, 
private sector, and civil society) and involves 
decisions, negotiation, and different power 
relations between stakeholders to determine 
who gets what, when, and how

Government is one of the actors in 
governance

• The relationships between government and the other 
sectors of society determine how governance is done



Progression of Terms

12

E-government

• Digital government

• Remote and digital 
processes

Smart government

• Intelligent government

• Insight, automation

Governance

•Government is not in charge

•More stakeholders are 
involved

Smart governance

•Intelligent governance

•Smart tools make it possible 
to work across sectors



What is Smart City Governance?

•Stakeholders

•Structures

•Processes

•Roles & responsibilities

•Technology

•Policies & regulations

Components – The tools you have to govern with

•Substantive outputs

•Procedural changes

Outcomes – What you want to achieve or change in the city

•Degree of autonomy

•Local conditions

Context – This may constrain or enable what you can do

•Aggregate measures

•Component measures

Measures-
How you will know if you are making progress



The Components of Smart Governance

Context

Components Measures Outcomes

Stakeholders
Structures & 
organisations

Legislation and 
policy 

Roles and 
responsibilities

Process Technologies

Data 
Exchange 

arrangements

Autonomy 
Local 

conditions 

Substantive 
outputs

Procedural 
change

Aggregate 
measures

Component 
measures

• Research has identified 

these components of smart 

governance

• This framework can help to 

understand what elements 

need attention and how 

governance functions

Source: Ruhlandt (2018), The governance of Smart Cities, Cities



Four-Step Process Towards Smart Governance

Identify desired 
outcomes

Understand 
contextual 
constraints

Identify necessary 
components, 
assess their 

adequacy and 
design changes 
where needed

Set up measures 
to monitor 
progress

15



Smart Governance Requires Structural 

Change

Within government

•Reduce or remove silos

•Develop cross-cutting structures

Outside government

•Structures to facilitate engagement 
(e.g. with professional bodies)

•Structures for participative decision-
making

•Public-private partnerships

•Innovation hubs

16



Factors that Constrain Smart City 

Initiatives

17

Vendor driven and 
technology-centered 

approach

Lack of regulations for 
data protection, 

interoperability, ethics, 
and use of open-source 

technologies

Lack of policies for 
digital inclusion

Resistance to change 
within the public sector

Budget constraints

Lack of skills within the 
public sector

Lack of coordination 
within the public sector



Smart City Governance 

Components

18

Smart city definition
Smart city vision 

statement

Smart city objectives 
and initiatives are 
aligned with the 

overall city 
development goals

A national policy to 
guide design and 
implementation of 

smart city initiatives

A plan to coordinate 
smart city initiatives

Monitoring the 
impact of smart city 

initiatives



Smart City Governance 

Components

19

Diverse funding streams 
for smart city initiatives

Dedicated entity (a unit 
or a team) that is tasked 
with overseeing smart 

city initiatives

Regulations for data 
protection, 

interoperability of 
systems, digital rights, 

ethics of technology and 
technology design

Procurement process for 
digital solutions and data

Process for inhabitant 
inclusion and 
participation

Standards for data 
collection and sharing



Smart City Governance Best Practices –

Recommendations

20

Adapted from UN-Habitat’s report on global review of smart city governance practices

Take a strategic and active leadership approach to 
smart city development

Adopt a people-centered approach

Set up a smart city unit

Address the regulatory challenges associated with 
digital technologies

Establish smart city partnerships tailored to project 
and local-context requirements

https://unhabitat.org/global-review-of-smart-city-governance-practices


Smart City Governance Best Practices –

Recommendations

21

Adapted from UN-Habitat’s report on global review of smart city governance practices

Introduce measures to balance the interests and 
objectives of different stakeholders

Build capacity for public engagement and for 
managing smart city services

Capture, leverage, and transfer relevant practical 
knowledge

Focus more the long-term sustainability of smart 
city services

Promote system integration, data standards, and 
interoperability

https://unhabitat.org/global-review-of-smart-city-governance-practices


Data for Smart Governance Decision-Making

22

Data and information can

• Provide a basis for conversation

• Provide a starting point for 
understanding a situation

• Uncover mistaken beliefs

• Bring stakeholders views together 
based on facts

• Compare data to increase 
understanding

• Show what has and has not 
succeeded in the past

Machine generated knowledge can

• Detect patterns that humans can’t 
see

• Provide ideas for ways to approach 
a situation

• Show which interventions produce 
the best results

• Develop and improve algorithms for 
decision-making

• Automate decision-making



3. Engaging Stakeholders



Governance Stakeholders

24

Public Sector

• Municipal 
bodies

• Regulatory 
bodies

• National 
ministries

• Political 
parties

Private Sector

• Businesses

• Professional 
associations

• Industry 
bodies

• Financial 
institutions

Civic Sector

• NGOs

• Religious 
institutions

• Cooperatives

• Influential 
landlords



Smart Technology Changes Stakeholder Roles

Public sector Private sector Civic sector

Whose 

interests?

Public interest 

(incl. vulnerable)

Shareholder 

interests

Own interests 

Regulation X

Co-

ordination

X

Funding X X

Steering X X X

Innovation X X X

X shows where smart technology has expanded the stakeholder role

• Smart technology changes the 

roles of stakeholders in 

governance

• It gives a voice to those who have 

previously been unheard

• It provides information and mis-

information that can influence the 

way stakeholders behave

• It allows for innovation 



Three Levels of Civic Tech

Level Relationship Examples

Openness and 

transparency

Government shares information with residents and businesses. 

The communication is usually in one direction. Government 

decides what will and will not be shared and how.

Websites, portals, apps

Social media and newsfeeds

Open data portals

Public sector information policies

Accountability and reporting processes

Participation and 

engagement 

Government actively seeks feedback about services, consults 

and asks public opinion about decisions to be made. 

Government controls what is presented for discussion, and can 

choose whether and how to act on feedback. 

Feedback and complaint handling tools

Public consultations

Crowdsourcing

Participatory budget platforms

e-Petition and digital voting systems

Collaboration, co-

design, 

co-creation, co-

production

Government works with stakeholders to identify and understand 

issues, as well as to craft and implement appropriate solutions. 

This is (ideally) an equal partnership between government and 

residents that empowers stakeholders to set the agenda and 

contribute to solutions.

Initiatives to use and act on open data

Deliberative democracy

Hackathons

Public labs and open innovation initiatives

Collaborative design and delivery of public services

Source: CivicTech: Transparency, Engagement and Collaboration for Better Governance, World Bank, 2022



How to Adopt Civic Tech

Understand 
the problem

Design a 
solution

Develop the 
solution

Implement

Evaluate

• The CivicTech solution cycle

• This is an iterative process

• Continuous development of the 
solution will be needed

• Plan for the entire life-span of the 
solution

• Discontinuing solutions that are not 
sustainable erodes trust with 
stakeholders

Source: CivicTech: Transparency, Engagement and Collaboration for Better Governance, World Bank, 2022



Key Issues for Civic Tech Success

Foundations
(access, strategy, trust)

People
(representation, 

conflict, 
expectations)

Government 
(communication, 
responsiveness, 
effectiveness)

Technology 
(inclusiveness, 

scalability,  
models of 

development)

Source: CivicTech: Transparency, Engagement and Collaboration for Better Governance, World Bank, 2022



5. Measuring Smart Sustainable City 

Governance



Uses for City Measures

For this… Use these…

Simple monitoring Descriptive models, informational indices are used to track progress over 
time or against goals

City development Maturity models, transformational indices, evaluation processes are used to 
identify areas for improvement and plan changes

Aligning with international or 
regional goals

Indicator standards that are internationally or regionally defined are used to 
show progress against global or regional goals (like the SDGs)

Competing for funds or 
visibility

Competition criteria are used to compete for funds (e.g. India’s 100 Smart 
Cities) and composite indices are used to position cities in high-profile 
rankings 

Competitive benchmarking Commercial indices are used to guide companies making investments 

Prioritising interventions Intervention assessments are used to evaluate which interventions to 
implement

Deeper analysis and 
understanding

Knowledge-building indices, clustering models are used by researchers to 
understand relationships between interventions and outcomes

Source: Four types of measures for Smart and Sustainable Cities and when to use them, UNU-EGOV, 2020

http://collections.unu.edu/view/UNU:7684


Four Types of City Measures 

Indicator standards are 
sets of indicators 

designed to measure 
aspects of city 
performance

Models are maps of 
city constructs and the 
relationships between 

them. 

Composite indices 
assign a single measure 

to a city based on 
indicators for city 

dimensions

Evaluations include 
tools for evaluating city 
interventions as well as 

processes for 
evaluation

Source: Four types of measures for Smart and Sustainable Cities and when to use them, UNU-EGOV, 2020

http://collections.unu.edu/view/UNU:7684


• Indicator standards are sets of 
indicators

• Each indicator measures a 
particular dimension of a city

• Usually there are several 
indicators for each city 
dimension

• Indicator standards ensure 
that measures are 
comparable across cities

Indicator Standards

Source: Four types of measures for Smart and Sustainable Cities and when to use them, UNU-EGOV, 2020
U4SSC Key Performance Indicators

http://collections.unu.edu/view/UNU:7684
https://u4ssc.itu.int/u4ssc-kpi/


Models 

Models provide an ideal state for cities to compare themselves with

Can aid planning, as they highlight important dimensions or characteristics of the city

Source: Four types of measures for Smart and Sustainable Cities and when to use them, UNU-EGOV, 2020

http://collections.unu.edu/view/UNU:7684


Evaluations 

Competition criteria

• Information provided about what will be assessed, but usually lack detail

• Final assessment completed by a panel of experts

• e.g. European Green Capital award, Smart Cities Challenge (India) 

Evaluation processes

• Multi-faceted, structured evaluation processes employing a mix of data sources and approaches

• e.g. World Bank City Strength Diagnostic, World Council on City Data (training & certification)

Intervention assessments

• Evaluate the potential / likely impacts of smart interventions on city functioning

• Use fuzzy logic to make better decisions, identify priority areas

• Difficult to apply without expert assistance

Source: Four types of measures for Smart and Sustainable Cities and when to use them, UNU-EGOV, 2020

http://collections.unu.edu/view/UNU:7684


Composite Indices 

Composite indices

• Attempt to put a single value on the state of a 
city

• Make use of a model (for the underlying 
dimensions) 

• Use indicators for each dimension (ideally based 
on indicator standards)

• Combine indicator  values into a single score

• Rank cities (which is useful for visibility and 
competing, but not always for planning)

The Global Cities Index is shown for 2019, ranking 
cities based on their global power and influence

Source: Global Cities Ranking

Source: Four types of measures for Smart and Sustainable Cities and when to use them, 
UNU-EGOV, 2020

https://www.consulting.us/news/2046/new-york-and-san-francisco-dominate-global-cities-report
http://collections.unu.edu/view/UNU:7684


5. Key Tools for Smart Sustainable City 

Governance



Key Smart Sustainable City Governance Tools

Tool #1: Creating 
Smart City 

Policy

Tool #2: City 
Science 

Application 
Framework

Tool #3: People-
centered smart 

cities framework

Tool #4: Creating 
Smart City 
Strategies

Tool #5: Creating 
Smart Societies



Tool #1

Smart City Policy



To guide the city’s review 
of SSC planning 
applications and 

assessments

To provide the basis for 
approving SSC 

development applications

To inform the city’s 
advocacy role in the SSC 
planning and development 

process

To assist and enable the 
city’s partners’ and 

stakeholders’ 
contributions to 

developing the SSC

Smart Sustainable City Policy

The SSC policy’s purpose can be
four-fold:



An SSC policy can help:

Ensure the city’s 
SSC vision 

Reconnect human, 
natural environment, 

and technological  
objectives 

Foster partnership 
with municipal 

partners & within the 
community  

Minimize costly 
future technology 
and infrastructure 

remedial measures

Some Benefits to Developing an SSC Policy 



Natural system
protection & 

management policies

Energy management 

policies

Water supply 

management policies

Stormwater

management policies

Masterplan and 

infrastructure policies

Resident service

policies

Sustainable

communities' policies

Policies to address

disaster risk reduction

Examples of Areas Covered by SSC Policy



Inclusion Next generation 

technologies

Interoperability

Global standards and best 

practices

Privacy and security Sustainability Openness, 

accountability, and 

transparency

Innovation and 

investment

Key SSC Policy Principles



Tool #2

City Science Application 

Framework



This publication provides a four-step methodology that cities and communities can 

follow to determine and implement city science solutions and assess their impacts. 

City Science Application Framework

Assess the current city science 
applications status

Step 1

Prioritize & determine city science 
applications

Step 2

Boost city science applications
Step 3

Assess projected city science 
applications impact

Step 4

https://www.itu.int/en/publications/Documents/tsb/2019-U4SSC-City-Science-Application-Framework/index.html


City science enablers:

City Science Application Framework



Smart Dubai – city concierge

City Science Application Framework



Stuttgart –

fine dust filtration

Queensland hyperdome –

energy savings

City Science Application Framework



Tool #3: 

People-centered smart cities 
framework



People-Centered Smart Cities Framework

A people-centered approach to smart cities is needed to 

ensure that:

• We use technology to advance human development and show 

commitment to human rights, both in online and offline 

environments,

• Be aware of the growing digital divide and put in place 

mechanisms for digital inclusion to ensure everyone benefits 

from the digital revolution, and

• We use digital technologies to address urban challenges, such 

as housing and delivery of urban basic services, and as a 

result strive to improve people’s quality of life in cities.

• Technology doesn’t replace citizen engagement in community 

and city affairs.



People-Centered Smart Cities Framework

Pillars of people-centered smart cities

Source: centering_people_in_smart_cities.pdf (unhabitat.org)



Tool #4

Creating Smart City Strategies



Steps to Building a 

People-Centered 

Smart City Strategy



Steps to Building a People-Centered Smart City Strategy



Tool #5

Creating Smart Societies



A Holistic Approach to Creating Smart Societies

ITU-D Question 1/2 – Annual deliverable 2018-2019: A holistic approach to creating smart societies

top-bottom/bottom-up design 

enabling infrastructure 

sharing 

innovation 

intelligent governance 

smart lifestyle 

standardization 

community participation 

effective business models (sustainability) 

9 key principles to create smart societies Information layered architecture in smart cities



Thank you for completing this Module of the ITU Toolkit on Digital 
Transformation for People-Oriented Cities and Communities.

We hope that you found the information in this Module useful toward planning 
and initiating your city or community’s digital transformation process.

Please review the resources highlighted within for further details, including 
valuable real-world use cases, on how to get started on – and optimize from 
the onset – your city or community’s digital transformation journey.

u4ssc@itu.int

Toolkit on Digital 
Transformation for People-

Oriented Cities and Communities

Module 11 –

Smart Sustainable Governance

mailto:u4ssc@itu.int
https://www.itu.int/en/ITU-T/ssc/Pages/Toolkit.aspx
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