Toolkit on Digital Transformation for
People-Oriented Cities and
Communities

Module 3: g el 1 e
Data Processing and ﬁE@ﬁ
Management

Jointly developed by: ITU, UNDP




Module 3 — Data Processing and Management

N
This Module of the ITU Toolkit on Digital Transformation of People-Oriented ' .! L ' it‘i‘ :
Cities and Communities focuses on setting up and optimizing the management WSS 4 I\I

| e

of data generated by city applications and services.

Cities that are starting on their smart cities and communities journey will find the
resources highlighted within this Module useful toward developing and then
managing their data processing and management capability.

This Module is also useful for cities that have already made some headway into
their smart cities and communities process but would like to gauge how up-to-
date and effective their Data Processing and Management measures are.
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Module 3 — Data Processing and Management

This Module will cover the following topics:

Data background: Open Data and Data Governance
Data Processing and Management: Challenges

Data Processing and Management: Solutions

Key tools for Data Processing and Management

1. Tool #1: IoT and data

2. Tool #2: Open data

3. Tool #3: Al and smart sustainable city data

4. Tool #4: Blockchain and smart sustainable city data
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What is Open Data

OPEN DATA MATURITY MODEL

According to Socrata, Inc.

5. Open Data Ecosystem
Real-time data, industry
exchanges, internal data
4. Full Open Data : collection hubs.
Consumer-friendly websites,
automated data publishing.

3. Basic Interactive Experience
Interactive data tables and basic
visualizations.

2. The Catalog Phase
Basic catalog of downloadable

files.
[B 1. Status Quo
Individual spreadsheets and
PDFs.

Image source



https://freegovinfo.info/node/11428/

Opportunities for Open Data

Supporting
evidence- Following governance Monitoring
based policy ggﬂ;%’g;&itg; the money of natural impact
making resources

Enabling Improved Promoting Improved
equitable decision-

growth making




Open Data Should be
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Open by Default Timely and Accessible and Comparable and For Improved For Inclusive
Comprehensive Usable Interoperable Governance & Development
Citizen and Innovation
Engagement



Data Governance

Situation Open Business Other Exploitation
Room Data Intelligence Applications of Results

Managing the Publication of Results

Repository and
Definition of the Global Repository h:;:f:::g;:;ig:: Treatment of the
City’s Data Model of City Data Processes City’s Analytical
Data
Managing the Extraction and Uploading of Data
sentil Social Municipal External Sources of
° Networks Info. systems Info. Systems Operational Data

¥ O 000 00N

Image source



https://www.barcelona.cat/digitalstandards/en/data-management/0.1/areas




Smart Sustainable City Data Challenges
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Smart Sustainable City Data Solutions o 2 = ity
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Introduction to Tools for Data Processing and Management

Tool #1:
loT and data

Tool #2:
Open data

Tool #3:
Al and smart
sustainable city
data

Tools #4:
Blockchain and
smart sustainable
city data




Tool #1
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loT and Data
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loT and Data Requirements

Data
query

Data
analysis

Data pre-
processing

Data
visualization

Data
collection

Data
storage

loT Data Operations

Y.4114(17)_F03

and Capabilities

mu-T

International Telecommunication Union

ITU-T Y.4114

TELECOMMUNICATION (07/2017)
STANDARDIZATION SECTOR
OF ITU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Requirements and use cases

Specific requirements and capabilities of the
Internet of things for big data

Recommendation ITU-T Y.4114



https://www.itu.int/rec/T-REC-Y.4114-201707-I

Case Example
Ur-Scape Planning Support Tool — Makassar, Indonesia

Image credit: Future Cities Laboratory (FCL)

UR-Scape wiki: https://urs.sec.sg/ur-scape/



https://urs.sec.sg/ur-scape/
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Open Data Framework

International Telecommunication Union

Open data Open data Open data
preparing publishing acquiring
Open data Dataset || Mapping and 4Browsing ‘ |Downloading|
modelling publishing linking
Open data i i Analyzin,
generating Classification - yzing
Open data
loading [Developing
Action Endpoint Searching
generating
Output Datasel v J
endpoint @— Foomns
; P g ;
@7 Dataset Y- Dataset ™, R
Orgnal 3~ [ bt ? h
dataset @— Dataset | Datased . Dataset 2 e :
“, metadata .’ L

ITU-T

Y.4461

TELECOMMUNICATION (01/2020)

STANDARDIZATION SECTOR
OF ITU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Frameworks, architectures and protocols

Framework of open data in smart cities

Recommendation ITU-T Y.4461

Y.4461(20)_F01

Key phases of open data in smart sustainable cities



https://www.itu.int/rec/T-REC-Y.4461-202001-I

Choose your

dataset(s)

Open Data Handbook

Apply an
open license

Make the data
available

Make it
discoverable

Open Knowledge
Foundation

GUIDE

How to Open up Data

Languages: de¢ ¢l en es fr he hr id is it ja ko It Iv my ne nl_BE pt_BR ro ru
h_TW

This section forms the core of this handbook. It gives concrete, detailed advice on how data
holders can open up data, Wel go through the basics, but also cover the pitfalls. Lastly, we will

discuss the more subtle issues that can arise.
There are three key rules we recommend following when opening up data:

* Keep it simple. Start out small, simple and fast. There is no requirement that every dataset
must be made open right now. Starting out by opening up just one dataset, or even one part
of a large dataset, is fine - of course, the more datasets you can open up the better.

Remember this is about innovation. Moving as rapidly as possible is good because it means
you can build momentum and learn from experience - innovation is as much about failure as
success and not every dataset will be useful.

gage with a

« Engage early and engage often. ctual and potential users and re-users of the
data as carly and as often as you can, be they citizens, businesses or developers. This will
ensure that the next iteration of your service is as relevant as it can be.

ar in mind that much of the data will not reach ultimate users directly, but
rather via ‘info-mediaries. These are the people who take the data and transform or remix it

to be presented. For example, most of us don't want or need a large database of GPS

would much prefer a map, Thus, engage with infomediaries first. They will

coordinates, w

re-use and repurpose the materi:



http://opendatahandbook.org/

Do-it-Yourself Open Data Toolkit

I * I Government  Gouvernement
of Canada du Canada

Key Com ponents 1. The DIY open data toolkit story

roiow: W B 66
Do-it-Yourself Open Background
RetaToodt Canada has ging as leader in the Open -Open
- Data realm. In addition to the federal government, there are currently 8 provinces and
mmunity - Ao o o et T e s
Governance Co Standards Operations

. Say hel
25y hellotoopen 1, .. elerate open data across municipalites in Canads, OpenNorth was supported by

3, Getting started the Federal Treasury Board Secretariat (federal lead for Open Government) to undertake a
Municipal Do-It-Yourself Open Data Toolkit pilot project, The project started in April 2017

4 let'smakeaplan  and its completion was officially launched at the Canadian Open Data Summit, June 12-14,
2017 in Edmonton.

Engagement

5. Putting a pilot
project plan to
action What is the DIY open data toolkit and who is it
: intended for?
6. 0Ongaing
community The toolkit is a collection of best practices and plans for initiating an open data project or
engagement program in a municipal setting, Its content draws on OpenNorth's international and

- Canadian experience as well as best practices and advice shared by members of the DIY
7. The road ahead open data project’s advisory group. The project is primarily targeted to those
municipalities who have not yet begun an open data project or program. It could also be
beneficial to others considering initiating an open data program including non-profits,

provinces, agencies/boards/commissions as weil as those already implementing open
data.

° O pen Data/l M POI icy ® Data The initial project and scope for municipalities

The project supported by the Federal gavernment is a pilot project intended to serve a5 a
auideline and project olan for those municioalities that have not vet initiated open data in

¢ Technology Infrastructure ¢ Human and Financial
and Tools Resources



https://open.canada.ca/en/toolkit/diy

Case Example
Open Data Platform — Pune, India

PMC Open Data

i .
Vision
« Data is reasonably Data are « Data is made available
structured to allow considered as quickly as necessary

automated processing. to be “open” if anyone to preserve the value of
can freely use, thedata.
re-use and redistribute them,
for any purpose,
without restrictions.

* Data is available to « Data is available to the
anyone, with no I t ‘ widest range of users
requirement of for the widest range of
registration. purposes.

« Data is available in a format
over which no entity has
exclusive control.

- All public data is made Non- Proprietary « Data is as collected at
available. Public data is

the source, with the

data that is not subject 'S - b ) highest possible level of
to valid privacy, * Data is not subject to any granularity, not in
security or privilege copyright, patent, trademark aggregate or modified
limitations. or trade secret regulation. forms.

Reasonable privaey, security
and privilege restrictions
may be allowed.

License-free

Image credit: Pune Municipal Corporation,
https://lwww.pmc.gov.in/en/open-data
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Artificial Intelligence Service Exposure
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Overview of AISE
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Deployment

SSC service S,

Y.4470(20)_F6-1

Al service providers

AISE provider

SSC service providers

SSC service consumers

ToT devices

ITu-r

International Telecommunication Union

ITU-T Y.4470
TELECOMMUNICATION (08/2020)
STANDARDIZATION SECTOR

OF MU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Frameworks, architectures and protocols

Reference architecture of artificial intelligence
service exposure for smart sustainable cities

Recommendation ITU-T Y.4470



https://www.itu.int/rec/T-REC-Y.4470-202008-I

Artificial Intelligence Case Example

Moscow was recently the subject of a
comprehensive case study, in which the rapid
evolution and success of its smart and
sustainable city journey were mapped in detail.
Its increasing use of Al-powered intelligent traffic
control systems is an important element in its
response to the challenge of traffic congestion
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Blockchain and Smart
Sustainable City Data




Blockchain-Based Data Exchange and Sharing

Trusted
data collection

Distributed
identification

Data
submission

Distributed
data processing

Distributed data
analytics

Distributed data
storage

Data sharing
and trading

Service/demand
matching

Data transaction

Smart contract

J
\
Data security Data privacy Tfuitggtfg]cess
Security and privacy )
\
IoT ecosystem stakeholders
J/

Y.4560(20)_F8-1

A functional model of blockchain-based data exchange and sharing

ITu-T

International Telecommunication Union

ITU-T Y.4560

TELECOMMUNICATION (08/2020)
STANDARDIZATION SECTOR
oF U

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Services, applications, computation and data processing

Blockchain-based data exchange and sharing
for supporting Internet of things and smart
cities and communities

Recommendation ITU-T Y.4560



https://www.itu.int/rec/T-REC-Y.4560-202008-I

Blockchain-Based Data Management

Operator (O) Data user (U) Supervisor (V)
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A generic reference model of blockchain-based data management

ITu-r

International Telecommunication Union

ITU-T Y.4561

TELECOMMUNICATION (08/2020)
STANDARDIZATION SECTOR
OF ITU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Services, applications, computation and data processing

Blockchain-based data management for
supporting Internet of things and smart cities
and communities

Recommendation ITU-T Y.4561



https://www.itu.int/rec/T-REC-Y.4561-202008-I

Blockchain-Based Unified KPI Data Management

L SSC applications
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oot ! KPI' management module Feessssesssessesos
e i Analysis and ||  Storage and i . | ﬁ
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Reference architecture diagram of a

Y.4907(20)_F8-1

BKDMS

ITu-T

International Telecommunication Union

ITU-T Y.4907

TELECOMMUNICATION (08r2020)
STANDARDIZATION SECTOR
oF ITU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Evaluation and assessment

Reference architecture of blockchain-based
unified KPI data management for smart
sustainable cities

Recommendation ITU-T Y.4907



https://www.itu.int/rec/T-REC-Y.4907-202008-I

Blockchain Use Case Example

Active Citizen — Moscow City
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https://www.itu.int/en/publications/Documents/tsb/2020-U4SSC-Blockchain-for-smart-sustainable-cities/index.html
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Image Source



https://www.linkedin.com/pulse/blockchain-land-records-india-chander-s-jeena/

Module 3 -

Data Processing and Management
Thank you for completing this Module of the ITU Toolkit on Toolkit

Digital Transformation for People-Oriented Cities and on Digital Transformation
Communities. for People-Oriented

Cities and Communities

We hope that you found the information in this Module useful
toward planning and initiating your city or community’s digital
transformation process.

Please review the resources highlighted within for further details,
including valuable real-world use cases, on how to get started on
— and optimize from the onset — your city or community’s digital

transformation journey. u4ssc@itu.int
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mailto:u4ssc@itu.int
https://toolkit-dt4c.itu.int/

