
Toolkit on Digital Transformation for 

People-Oriented Cities and 

Communities

Module 3:

Data Processing and 

Management

Jointly developed by: ITU, UNDP



• This Module of the ITU Toolkit on Digital Transformation of People-Oriented 

Cities and Communities focuses on setting up and optimizing the management 

of data generated by city applications and services.

• Cities that are starting on their smart cities and communities  journey will find the 

resources highlighted within this Module useful toward developing and then 

managing their data processing and management capability.

• This Module is also useful for cities that have already made some headway into 

their smart cities and communities  process but would like to gauge how up-to-

date and effective their Data Processing and Management measures are.
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This Module will cover the following topics:

1. Data background: Open Data and Data Governance

2. Data Processing and Management: Challenges

3. Data Processing and Management: Solutions

4. Key tools for Data Processing and Management

1. Tool #1: IoT and data

2. Tool #2: Open data

3. Tool #3: AI and smart sustainable city data

4. Tool #4: Blockchain and smart sustainable city data
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1. Open Data and Data Governance



What is Open Data

Image source

https://freegovinfo.info/node/11428/


Opportunities for Open Data

Improved 
decision-
making

Promoting 
equitable 
growth

Monitoring 
impact

Improved 
governance 
of natural 
resources

Following 
the money

Enabling 
cross-sector 
collaboration

Supporting 
evidence-

based policy 
making



Open Data Should be

Open by Default Timely and 

Comprehensive

Accessible and 

Usable

Comparable and 

Interoperable

For Improved 

Governance & 

Citizen 

Engagement

For Inclusive 

Development 

and Innovation
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Data Governance

Image source

https://www.barcelona.cat/digitalstandards/en/data-management/0.1/areas


2. Smart Sustainable City Data Challenges



Cost Physical resources Processing power Carbon emissions Network coverage

Privacy Security Biased analysis Regulations & 
Governance

Smart Sustainable City Data Challenges

Technical Capacity



2. Smart Sustainable City Data Solutions



Smart Sustainable City Data Solutions

Polices Standards

New technologies



3. Key Tools for Data Processing and 

Management



Introduction to Tools for Data Processing and Management

Tool #1: 
IoT and data

Tool #2: 
Open data

Tool #3: 
AI and smart 

sustainable city 
data

Tools #4: 
Blockchain and 

smart sustainable 
city data



Tool #1

IoT and Data



IoT and Data Requirements and Capabilities

IoT Data Operations

https://www.itu.int/rec/T-REC-Y.4114-201707-I


Case Example

Ur-Scape Planning Support Tool — Makassar, Indonesia

Image credit: Future Cities Laboratory (FCL)
UR-Scape wiki: https://urs.sec.sg/ur-scape/

https://urs.sec.sg/ur-scape/


Tool #2

Open data



Key phases of open data in smart sustainable cities

Open Data Framework

https://www.itu.int/rec/T-REC-Y.4461-202001-I


Open Data Handbook

Choose your 
dataset(s)

Apply an 
open license

Make the data 
available

Make it 
discoverable

http://opendatahandbook.org/


Do-it-Yourself Open Data Toolkit

https://open.canada.ca/en/toolkit/diy


Case Example

Open Data Platform — Pune, India

Image credit: Pune Municipal Corporation, 
https://www.pmc.gov.in/en/open-data



Tool #3

AI and Smart Sustainable City 

Data



Overview of AISE

Artificial Intelligence Service Exposure

https://www.itu.int/rec/T-REC-Y.4470-202008-I


Artificial Intelligence Case Example

Moscow was recently the subject of a 
comprehensive case study, in which the rapid 
evolution and success of its smart and 
sustainable city journey were mapped in detail. 
Its increasing use of AI-powered intelligent traffic 
control systems is an important element in its 
response to the challenge of traffic congestion



Tool #4

Blockchain and Smart 

Sustainable City Data



A functional model of blockchain-based data exchange and sharing

Blockchain-Based Data Exchange and Sharing

https://www.itu.int/rec/T-REC-Y.4560-202008-I


A generic reference model of blockchain-based data management

Blockchain-Based Data Management

https://www.itu.int/rec/T-REC-Y.4561-202008-I


Reference architecture diagram of a BKDMS

Blockchain-Based Unified KPI Data Management

https://www.itu.int/rec/T-REC-Y.4907-202008-I


Blockchain Use Case Example

Active Citizen – Moscow City

https://www.itu.int/en/publications/Documents/tsb/2020-U4SSC-Blockchain-for-smart-sustainable-cities/index.html


Case Example

Blockchain Land Registry — Panchkula, India

Image Source

https://www.linkedin.com/pulse/blockchain-land-records-india-chander-s-jeena/


Thank you for completing this Module of the ITU Toolkit on 
Digital Transformation for People-Oriented Cities and 
Communities.

We hope that you found the information in this Module useful 
toward planning and initiating your city or community’s digital 
transformation process.

Please review the resources highlighted within for further details, 
including valuable real-world use cases, on how to get started on 
– and optimize from the onset – your city or community’s digital 
transformation journey. u4ssc@itu.int
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