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Module 9 — Emergency Response and Management

« This Module of the Toolkit on Digital Transformation for People-Oriented Cities and
Communities focuses on emergency response and management in cities and
communities, including the topic of disasters.

« Cities and communities that are starting on their digital transformation journey will find
the resources highlighted within this Module useful toward deploying 10T and smart
systems in their city to coordinate response to emergency and disaster scenarios.

« This Module is also useful for cities and communities that have already made some
headway into their digital transformation processes but would like to validate the
effectiveness of 10T and other smart applications in their city for this purpose.




Module 9 — Emergency Response and Management

This Module will cover the following topics:

1. Emergency Response and Management Challenges

2. Emergency Response and Management Solutions

3. Key tools for Emergency Response and Management

Tool #1: Use of cell broadcast and the common alerting protocol
Tool #2: Internet of things devices and applications

Tool #3: Transportation safety management

Tool #4: Automotive emergency response systems

Tool #5: Other preventative services
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What Characterizes an Emergency or Disaster?
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Uncertainty Sudden or Casualty risk Urgency
unexpected events
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Resource shortages Significant damage Infrastructure support
disruption



Types of Emergencies and Disasters in Cities and Communities
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Severe weather Flooding Health emergencies Power and
utility disruptions
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Fuel or gas disruptions Transportation and Nuclear disasters Fires and explosions
traffic accidents



2. Emergency Response and Management
Solutions




Coordinated Response and Management
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https://www.itu.int/en/ITU-D/Regional-Presence/ArabStates/Documents/events/2017/ICT4DM/Presentations/Session5/S5-2017-08-25-ITU_Role.pdf

Up-to-date Response and Management
Frameworks
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https://timothyriecker.com/2017/05/23/can-we-require-preparedness/amp/

Tampere Convention

Victims of disasters can benefit from faster and
more effective rescue operations, thanks to the
Tampere Convention on the Provision of
Telecommunication Resources for Disaster
Mitigation and Relief Operations.

The "Tampere Hall" in Tampere,
Finland, where the treaty on
Telecommunication for Disaster
Mitigation and Relief was signed
on 18 June 1998,

Source: ITU-D



https://www.itu.int/en/ITU-D/Emergency-Telecommunications/Pages/TampereConvention.aspx

National Emergency
Telecommunication Plan

A National Emergency
Telecommunication Plan promotes
coordination across all levels of
government, engaging stakeholders to

think through the life cycle of a potential

disaster.

Recovery
Actions taken after an emergency
to restore and resume
normal operations

Mitigation
Efforts to reduce the effects or risks
associated with hazards

Preparedness
Actions taken prior to an
emergency to facilitate response
ﬂnd promoie readiness

Response
Actions taken during an
emergency to save lives, property,
and the en

vironment

Continuity
Actions taken to protect the campus mission from
disruption. Continuity influences all four planning
phases of Emergency Management



https://www.omnisci.com/technical-glossary/emergency-management

Capacity Building and TTX

Challenges to developing TTX

—

Ensuring participation of
the appropriate personnel

Building capacity Managing sensitive
information




Use of Digital Technology and ICTs

Sources of big data in
disaster and emergency

response and management:

an loT ecosystem made of
sensors, smartphones and
UAVs
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https://in.pinterest.com/pin/506655026827224321/




Introduction to Key Tools for Emergency Response and
Management

Tool #1.: Tool #2:
Use of cell broadcast Internet of things
and the common devices and
alerting protocol applications

Tool #3:
Transportation safety
management

Tool #4:
Automotive
emergency response
systems

Tool #5:
Other preventative
services




Tool #1
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Use of cell broadcast and the
Common Alerting Protocol



Use of Cell Broadcast and Common Alerting
Protocol
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Common Alerting Protocol Communication channels Actions
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ITU-T X.1303 bis

MMMMMMMMM ICATIO! (03/2014)

SERIES X: DATA NETWORKS, OPEN SYSTEM
COMMUNICATIONS AND SECURITY

Secure applications and services — Emergency
communications

Common alerting protocol (CAP 1.2)

Recommendation ITU-T X.1303 bis



https://www.itu.int/en/ITU-D/Emergency-Telecommunications/Documents/2020/T-REC-X.1303bis-201403-.pdf
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Internet of things devices and »
applications | "N
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Requirements for loT
devices

Requirements of 0T in Disaster Management
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Requirements for operation
of 0T applications
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Internationa | Telecommunication Union
ITU-T Y.2074
TELECOMMUNICATION (01/2015)
STANDARDIZATION SECT OR

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS
AND NEXT-GENERATION NETWORKS

Next Generation Networks — Frameworks and functional
architecture models

Requirements for Internet of things devices and
operation of Internet of things applications
during disaster

Recommendation ITU-T Y.2074



https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-Y.2074-201501-I!!PDF-E&type=items

Requirements of 0T in Disaster Management

Operation mode change for loT applications with dedicated operation mode
activated during disaster

[oT application IoT application
(normal operation, (operation
no disaster) during disaster)

Usual Disaster
interaction specific
interaction

Y.2074(15)_F01



Requirements of 0T in Disaster Management

Operation mode change for 10T applications temporally providing resources to
external safety systems during disaster

[oT application
(operation
during disaster)
IoT application
(normal operation, iMeasurement data
no disaster)
Safety system
Usual
interaction

Disaster
guidance

Y.2074(15)_F02




Requirements of 0T in Disaster Management

Operation mode change for 10T applications with external control of operation during

IoT application
(normal operation,
no disaster)

disaster
.. Full control
IoT application [« OTHO
(operation during Measurement
disaster) data |

Usual -
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|
Externally controlled
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Safety system
(or external
control centre)

; .
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Transportation safety
management




Transportation Safety Services

The concept of transportation safety management

Disaster and transportation
safety monitoring

<—>

Disaster simulation

—

(phase 2) elbete )
[oT sensing (phase 1)
Surrounding Vehicles Transportation Loading status
environment (car, ship, UAS) infrastructure of vehicles

Sensor control

Safety
management
(phase 4)

Y.4116(17)_FO1

ITu-r

International Telecommunication Union

ITU-T Y.4116

TELECOMMUNICATION (10/2017)
STANDARDIZATION SECTOR

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Requirements and use cases

Requirements of transportation safety services
including use cases and service scenarios

Recommendation ITU-T Y.4116



https://www.itu.int/rec/dologin_pub.asp?lang=f&id=T-REC-Y.4116-201710-I!!PDF-E&type=items

Transportation Safety Services

System structure for transportation safety management
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Automotive emergency response
systems




Automotive Emergency Response Systems

OverVieW Of the AERS . International Telecommunication Union

ITU-T Y.4119

TELECOMMUNICATION (03r2018)
STANDARDIZATION SECTOR
OF ITU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Requirements and use cases
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https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-Y.4119-201803-I!!PDF-E&type=items#:~:text=Summary-,Recommendation%20ITU%2DT%20Y.,capability%20framework%20of%20the%20AERS.&text=AERS%2C%20automotive%20emergency%20response%20system.

Automotive Emergency Response Systems

International Telecommunication Union

Capability framework of AERS
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TELECOMMUNICATION (03r2018)
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https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-Y.4119-201803-I!!PDF-E&type=items#:~:text=Summary-,Recommendation%20ITU%2DT%20Y.,capability%20framework%20of%20the%20AERS.&text=AERS%2C%20automotive%20emergency%20response%20system.

Automotive Emergency Response Systems

MSD transmiSSion International Telecommunication Union
ITU-T Y.4467
TELECOMMUNICATION (01/2020)

STANDARDIZATION SEGTOR
OF ITU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES
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https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-Y.4467-202001-I!!PDF-E&type=items:~:text=information%20to%20AERC.-,Recommendation%20ITU%2DT%20Y.,encoding%20rule%20for%20an%20AERS.&text=Automotive%2C%20AERS%2C%20emergency%2C%20MSD.&text=The%20International%20Telecommunication%20Union%20(ITU,and%20communication%20technologies%20(ICTs).

Automotive Emergency Response Systems

Scope of MSD transfer protocol
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International Telecommunication Union

ITU-T Y.4468

TELECOMMUNICATION (01/2020)
STANDARDIZATION SECTOR
OF ITU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Frameworks, architectures and protocols

Minimum set of data transfer protocol for
automotive emergency response system

Recommendation ITU-T Y.4468



https://www.itu.int/rec/dologin_pub.asp?lang=f&id=T-REC-Y.4468-202001-I!!PDF-E&type=items
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Other preventative services




Smoke Detection Services

Implementation and deployment model of smart fire smoke

detection service
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2 2 e

Property owner Security personnel  Maintenance personnel

International Telecommunication Union

ITU-T Y.4558

TELECOMMUNICATION (08/2020)
STANDARDIZATION SECTOR
OF ITU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Services, applications, computation and data processing

— . o
SFSD platform —

ITu-T

Requirements and functional architecture of
smart fire smoke detection service

Recommendation ITU-T Y.4558



https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-Y.4558-202008-I!!PDF-E&type=items

Module 9 —
Emergency Response and Management

L
Thank you for completing this Module of the ITU Toolkit on Digital
Transformation for People-Oriented Cities and Communities. Toolkit on Digital
Transformation for People-
We hope that you found the information in this Module useful toward Oriented Cities and
planning and initiating your city or community’s digital transformation Communities

process.

Please review the resources highlighted within for further details,
including valuable real-world use cases, on how to get started on — and
optimize from the onset — your city or community’s digital transformation
journey.

u4dssc@itu.int
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